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Enterprise Mobility Management Suite

for the Public Sector

At a Glance
The Enterprise Mobility Management (EMM) suite is an integrated mobility solution that simplifies the management
and security of mobile devices, apps, content, and email. Powered by the industry’s only Smart Containerization™
technology, which delivers advanced security features from a “single pane of glass,” EMM lets your agency quickly
integrate and deliver new and innovative services while maintaining the security that is critical to government operations.

Key Benefits/Results

Reduce the costs of IT operations with
scalable and customizable components.

Encourage BYOD with enterprise-level
application management and data security
features.

Simplify the delivery of citizen benefits
and services with a true “from any device’
user experience.
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Strengthen email security by preventing
access from unmanaged or non-compliant
devices.

Increase workforce productivity by
offering secure content access and
collaboration across devices.

Key Features
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Business Challenges

Mobile device technologies are often managed in isolation, with the focus on the individual
devices and applications, and not on integrating into the wider application delivery lifecycle.
This approach reduces efficiency and flexibility, drives up operational costs, and ultimately
curbs innovation. The challenge is to integrate the operations, performance, availability,

and even the security of mobile devices, with the applications and content. Using this
integrated approach to managing mobile devices will become a critical part of the public
sector mobile agenda.

Bringing mobility to the government requires understanding the unique challenges that
face the public sector: providing services to millions of “customers,” dealing with chronic
funding shortages, securing devices and data from malicious or accidental breaches of
security and privacy—to name just a few. Although dovernment has firmly embraced the
idea of mobile devices as an application delivery platform, agencies now have to ensure
data and content are accurate, available, and secure—yet transparent and accountable.

Solution Overview

The Enterprise Mobility Management (EMM) suite from CA Technologies moves beyond
EMM is powered by the industry’s only Smart device-focused mobility managed techniques and allows IT to manade the security,
Containerization™ technology, which delivers
an enhanced user interface while providing
advanced security features. Unlike traditional
device-focused mobility management
techniques, Smart Containerization helps
agencies to manage the security, compliance,
and support characteristics while keeping the
device interface user-friendly.

performance, compliance, and support characteristics of any device, application, content
or email.

EMM is comprised of four modular apps that can be implemented together or as a stand-
alone: CA Mobile Device Management, CA Mobile Application Management, CA Mobile
Content Management, and CA Mobile Email Management. Together they comprise the
foundation of EMM that will enable a coordinated mobile strategy that secures and protects

= Controls behavior of device, apps,
content, email

= Applies the right restrictions based on

data, apps, email, and much more.

The EMM apps can also be integrated with other CA Technologies products to maximize the
value of mobility while improving the delivery of government information, products, and
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= Goes beyond security to enable demands of the 21st century mobility transformation.
performance, management, compliance,

and support characteristics

= Improves user experience by being
less intrusive

= Applies appropriate policies based on
device characteristics and content



ENTERPRISE MOBILITY MANAGEMENT SUITE FOR THE PUBLIC SECTOR

CA Mobile Device Management
(CA MDM)

CA MDM allows IT to auto configure, manage,
and enforce applications and configuration
polices on tablet, smartphone, and personal
computer (PC) devices. CA MDM is a scalable,
SaaS and on-premise solution.

= Near real-time device status and control
across popular smart phones, tablets, and
desktop PCs.

= Qver the air (OTA) policy and configuration
management.

= Telecom expense reporting and analytics
that works across the EMM suite.

= User-friendly Enterprise App Store and
policy-based application deployment.

= Device and app manadement beyond
standard MDM through scripting capability.

= Proven scalability and platform coverage.

= Enterprise grade platform administration
and security features.

For more information,
please visit ca.com

The CA Technologies Advantage

CA Mobile Application
Management (CA MAM)
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CA MAM provides security, management and

control of mobile applications with fine-grained

access control polices for mabile apps.

= Enforces access and usage policies for
manaded apps.

= Provides enhanced app authentication and

encryption for internal and third-party apps.

= Apps may be wrapped to enable CA MAM
features and services without requiring
code changes.

CA Mobile Content
Management (CA MCM)
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Containerization that protects content
based on its sensitivity. In addition, it
provides file synchronization, access to
enterprise content repositories and cloud
store integration through policy-based
mobile access.

= Content groups to enable virtual folders.

= VPN required on the mobile device.

= Synchronization of designated desktop
folder to cloud store.

= Collaborate over a single file or a mix of
content.

= Real-time notification of activity on
content.

= Messages with embedded links when
content is shared or when a user
comments.

CA Mobile Email Management
(CA MEM)

CA MEM provides users with secure access
to their email, and ensures group and
policy-based controls to protect sensitive
email content.

= Integrates with native email apps for a
better user experience.

= Complete email security even in the
absence of an MDM solution.

= Multi-factor authentication for access to
email across all devices.

= Content-based, comprehensive policy
control.

= Integration into CA DataMinder™ for policy
management.

CA Technologies (NASDAQ: CA) provides IT management solutions that help customers manage and secure complex IT environments
to support agile business services. Organizations leverage CA Technologies software and SaaS solutions to accelerate innovation,
transform infrastructure and secure data and identities, from the data center to the cloud. CA Technologies is committed to ensuring
our customers achieve their desired outcomes and expected business value through the use of our technology. To learn more about
our customer success programes, visit ca.com/customer-success. For more information about CA Technologies go to ca.com.
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